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ABSTRACT

In the final report on the attacks of September 11, 2001, the National Commission
on Terrorist Attacks Upon the United States (9/11 Commission) found that the attacks
were successful in part because information was not shared and analysis not pooled
among the different agencies across all levels of government. Since that time, there have
been significant strides to improve cooperation and close the intelligence gaps among the
different intelligence and law enforcement services. Effective terrorism prevention,
however, requires information and intelligence fusion as a cooperative process at all
levels of government so that the flow of intelligence can be managed to support the
identification of emerging threats to our homeland.

This thesis explains the value of a state/regional fusion center by examining three
successful fusion centers in Arizona, Georgia, and Los Angeles. Recommendations from
each agency on “lessons learned,” as well as independent research, have been provided to

help state and local agencies develop their own fusion centers.
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l. INTRODUCTION

During the events of September 11, 2001, law enforcement and intelligence
agencies were thrust into a new mainstream of international terrorism unlike anything of
the past. The need to collect, analyze, and disseminate good information across federal,
state, and local jurisdictions became more important than ever. As a nation, we have
done much to increase security, revise response protocols, and strengthen interagency
relationships in order to defend ourselves and prepare for the next terrorist attack. There
still remains a variety of issues that are unaddressed by most of our intelligence and law
enforcement agencies in order for us to achieve the level of protection and security we

desire, that is: the lack of actionable intelligence that is being shared at all levels.

Just after September 11, 2001, most state and local agencies looked to the federal
government for support, leadership, and intelligence information that would be useful in
defending ourselves against another terrorist attack. While the federal government has
made efforts to improve the broader dissemination of information to state and local
agencies, many still feel that the information provided by the federal government is
dated, irrelevant to local issues, and generally not useful for local communities.

A. PURPOSE

Effective terrorism-related prevention, protection, preparedness, response, and
recovery efforts depend on timely, accurate, and actionable information about whom the
enemies are, where and how they operate, how they are supported, the targets the enemies
intend to attack, and the method of attack they intend to usel. This thesis is intended to
serve as a guide for efforts to:

o Identify rapidly both immediate and long-term threats;
o Identify persons involved in terrorism-related activities; and
. Guide the implementation of information-driven and risk-based

prevention, response, and consequence management efforts.

1 Gilmore Commission “Fourth Annual Report to the President and Congress,” White House Office of
the Press Secretary, December 15, 2002: 3.



Terrorism-related intelligence is derived by collecting, blending, analyzing, and
evaluating relevant information from a broad array of sources on a continual basis. There
is no single source for terrorism—related information. It can come through the efforts of
the intelligence community; federal, state, tribal, and local law enforcement authorities;
other government agencies (e.g., transportation, healthcare, general government), and the
private sector (e.g., transportation, healthcare, financial, Internet/information technology).

For the most part, terrorism-related information has traditionally been collected
outside of the United States. Typically, the collection of this type of information was
viewed as a responsibility for the intelligence community and, therefore, there was little
to no involvement by most state and local law enforcement entities. The attacks of
September 11, 2001, however, taught us that those wanting to commit acts of terrorism
may live in our local communities and be engaged in criminal and/or other suspicious
activity as they plan attacks on targets within the United States and its territories.

Important intelligence that may forewarn of a future attack may be derived from
information collected by state, tribal, and local government personnel through crime
control and other routine activities and/or by people living and working in our local
communities. Successful counterterrorism efforts require that federal, state, tribal, local,
and private-sector entities have an effective information sharing and collaboration
capability to ensure they can seamlessly collect, blend, analyze, disseminate, and use
information regarding threats, vulnerabilities, and consequences in support of prevention,

response, and consequence management efforts.

The President and the U.S. Congress have directed that an information sharing
environment (ISE) be created in the next two years to facilitate information sharing and
collaboration activities within the Federal Government (horizontally) and between
Federal, State, tribal, local, and private-sector entities (vertically). The concept of
intelligence/information fusion has emerged as the fundamental process (or processes) to
facilitate the sharing of homeland security related information and intelligence at a

national level, and, therefore, has become a guiding principle in defining the ISE.2

2 United States Department of Homeland Security, “Presidential Directive (HSPD) #8,” White House
Office of the Press Secretary, December 17, 2003, paragraph (c).
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Given that state centers specifically designed to facilitate such intelligence
exchange do not currently exist in any routine manner, this thesis has been prepared as
guidance for state agencies contemplating such an enterprise. These intelligence fusion
centers should be designed to collect, analyze, and disseminate information to determine
the credibility of terrorist threats and gauge their potential impact in their state or area.
Based on this analysis of threat information, these fusion centers provide local and state
policymakers and public safety officials with a variety of intelligence products useful at
all stages of emergency operations.

B. IMPORTANCE OF RESEARCH

The importance of this research is incredibly self evident because terrorism
prevention consists of collective activities that support efforts to detect, protect against,
and disrupt terrorist threats or attacks against the United States and its interests.
Preventing a terrorist attack means taking appropriate actions to avoid an incident or to

intervene to stop an incident from occurring.

It is impossible to protect every potential target in our communities from every
conceivable method of attack. It is also unrealistic to believe that jurisdictions will
possess the capacity to identify and arrest every person involved in terrorism related
activity or planning. Therefore, to be effective, prevention efforts must be intelligence-
driven, adaptable, and multifaceted to meet the needs of defending our homeland.
Developing efficient and operationally sound intelligence fusion centers at the local level
have appeared to be more effective than other conventional means in protecting national
assets. These centers, when properly organized can facilitate effective prevention efforts
that depend on the ability of state, local, and tribal governments to collect, analyze, and

disseminate homeland security related intelligence.3

3 United States Department of Homeland Security, “The National Response Plan,” White House
Office of the Press Secretary, December 2004, 16.

3
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I1.  WHY THE NEED FOR FUSION CENTERS IN THE UNITED
STATES TODAY?

The events leading to the attacks of September 11, 2001, not only highlighted
America’s lack of coordination within the intelligence community but it also reminded us
that a terrorist attack in the United States was not a new phenomenon. American law
enforcement and intelligence agencies had not taken seriously previous attacks by our
enemies and we paid a great price; something needed to change. Since the 9/11 attacks,
many Congressional, governmental, and private sector groups have met to discuss,
analyze, and opine on what went wrong and who was to blame for the attacks. The 9/11
Commission and the Gilmore Commission Reports both articulated that “there lacks an
acceptable level of awareness, prevention, preparedness, response, and recovery

capabilities to cope with the uncertain and ambiguous threat of terrorism...”4

While no known international terrorist attacks have occurred in the United States
since September 11, 2001, terrorist networks have carried out many attacks abroad,
including the 2002 bombings in Bali, the 2002 bombing of a French Oil Tanker in
Yemen, and the 2004 coordinated bombing of four commuter trains in Madrid. The Al-
Qaeda terrorist network has openly called for a jihad against the United States and its
citizens around the world, with all of this to consider, it is only logical to accept that more

attacks within the United States are imminent.

International terrorist groups are not our only adversaries; we have to consider
also domestic terrorists groups, which have different purposes and agendas but still create
the same political and economic disruption in our country as the international terrorist
groups. We are well aware that both domestic and international terrorist cells are living
within the boundaries our own towns and cities across America. If our adversaries are
living among us, watching and waiting to act, we can not rely solely on bits of
information (often dated) provided by federal agencies that do not have the ability to

determine the timely value of the information at the local or regional level. Conversely,

4 Gilmore Commission, “Fourth Annual Report to the President and Congress,” White House Office of
the Press Secretary, December 15, 2002, 36.
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federal intelligence and law enforcement agencies can benefit greatly from information
provided by state and local entities. A unified and coordinated integration of the two
philosophies are needed. Webster’s Dictionary defines integration as ... “the forming,
coordinating, and blending into a functioning and unified whole.”> This is the type of

spirited cooperation we need to fight terrorism in the United States today.

The United States is currently the most technologically advanced, economically
stable, and militarily superior country in the world and yet we don’t utilize our collective
capacity to its fullest extent. If one considers the possibilities of unifying the resources
(operational and intelligence-wise) of state and local law enforcement, federal law
enforcement, state and federal intelligence agencies and bureaus, military, fire, EMS,
public health, and private sector enterprises, there is nothing that could not be done to
make our country more safe and free of terrorism. With this type of integrated
cooperation, the mistakes surrounding the events of 9/11 can be eliminated. There has
not been a more urgent need in our recent national history when we have needed to
become more united in our homeland security efforts. The preventative flow of
intelligence data at all levels, from threat analysis to vulnerability assessment and
response, is connected through an integrated, comprehensive all-agency, all-government,
and all-sector system that is timely, useful, and proactive on a local, state, and national
level. The enlistment of all our available resources, including the contributions of state
and local governments providing inputs into this intelligence system, will help toward
this end.

This idea of bringing all of the law enforcement, intelligence, military, and private
sector agencies together at one area location seems to be of more benefit to state and local
agencies and has proven to be less difficult to define, establish, and operate than a

national level center.

In the analysis of the centers below, the writer has avoided the terms “best
practices and best methods” because those terms are so relative. What works well in Los

Angeles may not work well in Atlanta. Instead, each of the three centers will be

5 Merriam-Webster, Merriam-Webster’s Collegiate Dictionary (Merriam-Webster, Inc., Springfield,
Massachusetts, 2003), 650.

6



highlighted and operational concepts and reasoning will be shared, each to be evaluated
by the reader for their own utility. There will be a recommendation chapter that will
suggest what is needed (at a minimum) in order to establish a well defined and
operationally productive center. These suggestions are provided as guidance for states
and localities to use as they consider establishing such centers but should not be
considered as the “only way” a center can be created.

The document that follows is a look at three highly successful and productive
intelligence centers that each focus on intelligence gathering and sharing. Each has a
unique history and structure but they share a common goal: to facilitate timely and
actionable information and intelligence sharing at all appropriate levels of government. .
A. FUSION CENTER INTERVIEWS

Several states within the America currently have some form of information fusion
processing. | have chosen to examine three centers that have been pioneers in
establishing state fusion centers and have proven track records of success in this field.
This, however, does not mean that other states do not also have excellent information
fusion centers and information sharing processes worthy of emulation. | have chosen the
Arizona Counter Terrorism Intelligence Center (ACTIC),  The Georgia Information
Sharing and Analysis Center (GISAC), and the Terrorism Early Warning Center (TEW)
in Los Angeles, California, as my benchmarks for evaluation. Each center is excellently
run, monitored, and evaluated for efficiency and quality in the information sharing
process. As | began the “inspection process” with each center, | started with asking the
following set of standardized questions of each to get an appreciation of why the center

was created and how it operates:

. Why did your state feel compelled to create and fund an information
fusion center such as this?

. When information comes into the center, who correlates or triages the
information? What are the criteria for this? How is

information/intelligence categorized and shared?

. What is the information architecture at your center? What happens to the
information from the time it enters the center to the time it leaves?

. Who classifies and/or re-classifies information at your center? What are
the criteria?



How is classified information received, handled, and disseminated? Is
there a “Tear-Line” policy? What are the dissemination guidelines and
policies for your center?

What agencies participate in your center? Who are the
stakeholders/recipients? What is done with information developed that is
not related to your geographical area?

Is your center operational 24/7? If not, what operational procedures are in
place for stakeholders to provide or access information at your center
“after hours”?

What kind of intelligence products does your center produce? How often
are they offered and how are they disseminated?

What type of data bases and computerized connectivity with other
agencies do you have?

What poses the biggest challenge at your center? What do you need to
make your center more effective?



I11.  INTELLIGENCE GATHERING, ANALYSIS, AND
INFORMATION SHARING— HOW IS IT WORKING? A LOOK AT:

o The Arizona Counter Terrorism Information Center (ACTIC)
o Georgia Information Sharing and Analysis Center (GISAC)
o Terrorism Early Warning Center (TEW)

A. THE ARIZONA COUNTER TERRORISM INFORMATION CENTER
(ACTIC)

On October 1, 2004, the Arizona Counter Terrorism Information Center (ACTIC)
was officially opened and began business as a cross-jurisdictional Watch Center focused
on enhancing information and intelligence sharing throughout the state of Arizona.6 The
center was a gubernatorial response to the horrific attacks of 9/11 and the subsequent
change in which U.S. law enforcement and the intelligence community of the United
States looked at national and domestic security matters. Indeed, not only the events of
9/11, but the many national and international events in the world have caused the U.S.
Government to re-think the way it looks at homeland security and defense, foreign

policy, and the relationships between local, state, and federal agencies.

One significant lesson learned from the events of the last 3 1/2 years is that state
and local agencies are significant partners in homeland security. The new “grass roots”
war against terrorism has to include more connectivity between local, state, and federal
agencies combining resources and intelligence for the good of all to provide the level of

national and domestic security demanded by the people of the United States.’

Immediately following the attacks of 9/11, Arizona, like many other states, had to
rely on pre-existing emergency response protocols and information infrastructures to
address local needs. That infrastructure at the time was based on an emergency response

architecture based on the national threat levels of the 1990’s and included the following:

6 Lori Norris (Lieutenant, Arizona Department of Public Safety), interview with author, Phoenix, Az.,
February 16, 2005.

7 The 911 Commission Report, Final Report of the National Commission on Terrorist Attacks Upon
the United States (W.W. Norton & Company, Inc., New York, 2004), 353-356.
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. In 1997, the Division of Emergency Management (DEMA) worked with
the Department of Public Safety (DPS) to establish a Domestic
Preparedness Task Force. The group consisted of representatives from
more than 40 public and private entities that convened to review
appropriate response and recovery plans through out the state.

. The State of Arizona also established a State Emergency Operations
Center (EOC) within DEMA that can be fully activated within one hour
(as it was during 9/11). The EOC brings together all relevant public and
private entities to address emergency situations.

. In 1998, DEMA developed a formal Emergency Response and Recovery
Plan for the entire State of Arizona. The plan was developed as a
comprehensive brake-down of the responsibilities of each state agency in a
major disaster. The plan was developed with the expectation that it would
be “practiced” prior to a real emergency or actual crisis event to identify
weakness and recommend improvements.8

1. Arizona’s Actions Following 9/11

Just after the attacks, Arizona officials immediately took steps to bolster their
state’s emergency preparedness and “brace” themselves for possible additional attacks.
DPS activated its Domestic Preparedness Operations Center and established a 24 hour tip
line for individuals to report suspicious activities or concerns. Additionally, DPS created
a secure web-site as a vehicle to share information and updates with local and county
authorities, dedicated additional intelligence analysts and investigators to collect and
analyze terrorism related information, and appointed more personnel to the FBI’s Joint
Terrorism Task Force (JTTF).9

The U.S. Attorney General (Ashcroft) instructed each United States Attorney
(USA) to establish multi-jurisdictional anti-terrorism task forces. In support of this
request, the Arizona National Guard in Phoenix and Tucson began flying support

missions for air combat patrols. Also, troops were sent to provide additional security at

8 Janet Napolitano , *“ Securing Arizona; A Roadmap for Arizona Homeland Security,” Arizona
Governor’s Office, April 23, 2003, www.governor.state.az.us/press/Securing_Arizona.pdf , accessed on
July 5, 2005.

9 911 Commission Report, Final Report of the National Commission on Terrorist Attacks Upon the
United States (W.W. Norton & Company, Inc., New York, 2004), 353-356.
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the Hoover Dam and 10 of Arizona’s major airports. Specially trained ANG and DPS

personnel were also sent to provide additional security at the Palo Verde Nuclear Plant.10

To better organize the state’s efforts, then Governor Jane Dee Hull, in 2001,
appointed two members of her staff to better coordinate Arizona’s contributions to
homeland security by forming a Homeland Security Council. The main mission of this
new council was to oversee all homeland security activities in the state and also develop

and implement new and effective homeland security policies.

In December of 2002, Governor-elect Janet Napolitano conducted a thorough
review of Arizona’s homeland security readiness. This review found that while the state
of Arizona took appropriate steps in responding to the events of 9/11, a number of critical
issues impeded the state’s ability to adequately address issues of homeland security on a
long term basis. Some of the critical issues were as follows:

) Despite the attention from the Governor’s Office with the appointment of
two homeland security coordinators and the establishment of the new
Homeland Security Coordinating Council, there was no single person or
office responsible for organizing the statewide efforts to detect, prevent,
and respond to terrorist attacks or other critical incidents;

) The state lacked a long term homeland security strategic plan that
provided a clear vision of how it will work with county, local, and tribal
governments to detect, prevent, and respond to acts of terrorism and other
critical incidents;

. The data information systems used by federal, state, local, and tribal
public safety entities were not linked and therefore unable to pass valuable
information to identify trends and suspicious circumstances that may be
indicative of an emerging terrorist threat or attack.

. The state had under-funded resources for anti-terrorism initiatives;

. The state did not have an electronic disease surveillance system capable of
identifying an emerging biological or chemical weapons attack through
the analysis of emergency room and other relevant data;

10 janet Napolitano, “Securing Arizona; A Roadmap for Arizona Homeland Security,” Arizona
Governor’s Office, April 23, 2003,www.governor.state.az.us/press/Securing_Arizona.pdf , accessed on
July 5, 2005.
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. First responder’s throughout the state all use different and independent
radio systems that operate on different radio frequencies and do not allow
them to communicate between agencies.!!

Governor Napolitano’s review also found that there was no comprehensive plan that
focused on homeland security initiatives focusing on U.S. - Mexican Border issues which

are considered a major vulnerability for the state.

Based on these findings, the State of Arizona developed a plan of action for
establishing a long-term, fiscally prudent approach to homeland security. This plan
provided a framework for enhancing the state’s ability to detect, prevent, and respond to
future acts of terrorism (or other critical incidents); it will also be a useful tool for system
planning, future technology acquisitions and prioritizing and coordinating requests for
state and federal funding.12

2. Improving Arizona’s Ability to Respond to Attack

After reviewing the report, Governor Napolitano directed the state’s Homeland
Security Coordinating Council to implement a number of action items to correct the
noted deficiencies previously identified, below are several that pertain to the ACTIC:

Action Item #1 The state will appoint a Homeland Security Director to

coordinate statewide efforts to detect, prevent, and respond to acts of

terrorism and other critical incidents and expand the role of county, local,
and tribal officials in strategic planning activities.

Despite the appointment of two homeland security coordinators and a Homeland
Security Coordinating Council by Governor Hull, there was no single person or office
held accountable for organizing the statewide efforts associated with terrorism prevention
or response. This has negatively affected Arizona’s ability to coordinate the various
operational and strategic planning efforts critical to the state’s homeland security mission
and to develop and communicate a clear strategic vision pertaining to homeland security

for county and local entities.

11 Janet Napolitano, “Securing Arizona; A Roadmap for Arizona Homeland Security,” Arizona
Governor’s Office, April 23, 2003, www.governor.state.az.us/press/Securing_Arizona.pdf , accessed on
July 5, 2005.

12 1pid., 9-11.
12


http://www.governor.state.az.us/press/Securing_Arizona.pdf

In an effort to improve the coordination between all levels of government and the
private sector, Arizona has established a permanent position of Homeland Security
Director to be an advisor to the governor on homeland security issues and oversee the
state’s overall homeland security mission. The governor has also appointed a new
Homeland Security Coordinating Council that will ensure representation of local, tribal,
and private sector officials in homeland security strategic planning activities.

Action Item #2 The State will update and enhance its Emergency
Response and Recovery Plan

In accordance with Arizona Revised Statues (ARS), title 26, Chapter 2, Article 1,
the State of Arizona is required to prepare to respond to emergencies and disasters in
order to save lives and protect public health and property. In the late 1990s the state did
develop such a plan that addressed such issues as mutual aid, financial management,
responsibilities of state departments, and transportation. While the state had some
mention and description for response to a number of specific hazardous situations (such
as bio-terrorism and WMD) the plan lacked specificity and clarity for roles and
responsibilities of the state. The plan also lacked clarity as to how many of the
stakeholders in the state would be linked into this plan along with other state agencies

and tribal governments.

The governor of Arizona therefore, mandated an update on the state’s emergency
response plan and directed several initiatives requiring annual evaluations and review of
the state’s readiness for such an event. Among those mentioned in the directive was a
comprehensive statewide threat and vulnerability assessment that identifies potential
targets and areas of concern. This assessment includes an analysis of potential targets for
attack, such as buildings, power plants, transportation centers, and fuel storage facilities,
as well as detailed response plans that include how federal, state, local, and tribal
agencies will work together to respond to critical and WMD incidents. To facilitate this
plan, the state focused its attention on developing a way of sharing relevant portions of
the assessment on an ongoing basis with state, local, tribal, and private entities so that
critical assets and infrastructures can be protected.
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Action #3 The State of Arizona will take steps to establish a statewide
integrated justice system that links the information systems used by
federal, state, local, and tribal criminal justice entities in such a way to
support the identification of emerging terrorism related trends.

The state set improving information technology and infrastructure that supports
criminal justice activities as a top priority. The state planners recognized that rapid,
consistent access to informational databases at all levels of government was critical to
accomplish this goal. Currently, over thirty-eight states in the United States have begun
efforts to create “integrated justice information systems” that link various components of
the criminal justice system (police, courts, corrections) to each other that allows for the
rapid transfer of information about criminal activities and the places they occur. Law
enforcement officials and policy makers will be able to identify suspicious and unusual
trends and develop information-driven trends, which allow for information-driven

strategies that effectively target people and criminal activities.13

It will be a priority of the state to link the independent information systems used
by city, county, tribal, and state criminal justice entities to allow for the rapid flow of
information about the people who commit crimes and the places they occur. This
information sharing will support efforts by law enforcement to identify suspicious trends
and effectively target those involved in criminal activity. Public safety information links
is a good start but Arizona wanted additional connectivity with other government systems
including those that support transportation, public health, social services, and public
utilities. State, local, and tribal agencies work with one another daily but often this work
is stove piped in individual agency systems and policy measures. As part of the
homeland security measure, the State of Arizona began taking steps to link public safety

information systems with non-public safety information systems in order to:

) Support multi-disciplinary, proactive, and community focused activities;
) Provide predictive analysis and capabilities; and
) Improve the delivery of emergency and non emergency services.14

13 Janet Napolitano, “Securing Arizona; A Roadmap for Arizona Homeland Security,” Arizona
Governor’s Office, April 23, 2003, www.governor.state.az.us/press/Securing_Arizona.pdf , accessed on
July 5, 2005.

14 |pig.
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Action Item # 4 The state will establish a 24-hour intelligence and
information analysis center that will serve as a central hub to facilitate the
collection, analysis, and dissemination of crime and terrorism related
information.

One of the most serious challenges affecting homeland security is the timely
exchange of intelligence and critical information among local, state, and federal agencies.
Accurate and timely intelligence is the key to the most fundamental responsibility of a
government protecting its citizens and critical infrastructures. Determined to ensure this
free interchange of information, the Arizona Department of Public Safety (DPS) was
designated by the FBI and the U.S. Attorney’s Office to be the central point of

disseminating information generated by the federal agencies.

Since 9/11, DPS continued this service to various agencies throughout Arizona by
email, fax, National Law Enforcement Telecommunications System (NLETS) and a
secure website. As a result, DPS expanded its capabilities to provide additional support
to a growing stakeholder base. To accommodate this expanded duty, DPS immediately
took steps to establish the Arizona Counter-Terrorism Information Center (ACTIC). This
center is operating on a twenty-four hour basis providing intelligence and support to
local, state, and federal law enforcement agencies as well as other agencies addressing

homeland security needs. The ACTIC has a focused responsibility for the following:

. Providing tactical and strategic intelligence collection, analysis, and
dissemination support to local, state, and federal law enforcement
agencies;

. Maintaining and disseminating an on-going threat analysis for the State of

Arizona and its critical infrastructure;

o Providing informational support to the Governor and other critical
governmental leaders;

. Maintaining a secure web site to disseminate intelligence and critical
information accessible to all law enforcement and first responder agencies;

o Maintaining the Anti-Terrorism Information Exchange (ATIX) secure web
site portal for the dissemination and exchange of information to law
enforcement and public and private stakeholder agencies that support
homeland security efforts;
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. Functioning as the state’s central point of dissemination for homeland
security threat level conditions and other information generated by the
FBI, U.S. Attorney’s Office and other state, local, tribal, and federal
agencies;

. Maintaining and updating the necessary databases to support on-going
investigations;

o Maintaining contact with the FBI Joint Terrorism Task Force, the U. S.
Attorney’s Office of Anti-Terrorism Task Force, and other state, local, and
federal law enforcement agencies in on-going investigations;

o Providing necessary training on intelligence function and the role of law
enforcement and private citizenry in guarding against terrorist attacks.

The ACTIC was developed to meet the demands of the above action items and be
more responsive to the needs of law enforcement in its fight to protect America’s
homeland. Like all of the existing information/intelligence fusion centers operating in
the country today, the ACTIC is a work in progress. The ACTIC is designed to be a true
cross-jurisdictional partnership, integrating local, state, and federal law enforcement and
first responders, emergency management and, when appropriate, the private sector.

3. Mission Statement

The mission of the ACTIC is to protect the citizens and critical infrastructures of
Arizona by enhancing intelligence and domestic preparedness operations for all local,
state, and federal law enforcement agencies. Mission execution will be guided by the
understanding the key to effectiveness is the development and sharing of information
between participants to the fullest extent as is permitted by law or agency policy.15

4. How the ACTIC Works

a. Organizational Structure

The ACTIC is comprised of integrated groups (squads) consisting of
sworn (law enforcement) and non-sworn (analytical) personnel from participating local,
state, and federal agencies who have been assigned to a specific terrorism or criminal
category. The operational lay-out of the ACTIC is divided into two parts as mandated by
federal guidelines. The first area consists of local, state, and federal law enforcement

agency personnel on temporary duty assignments with direct liaison to their home

15 Arizona Counter-Terrorism Information Center Information Bulletin, “Arizona Intelligence Bulletin
Report,” November 2004, 1.
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agency. These assignments are critical as these personnel provide first hand and timely
information that address community concerns utilizing ACTIC resources. The people
assigned to the “local side of the ACTIC” provide and important local connection with

state agencies that allows for information sharing in a two sided fashion.

The second side of the ACTIC is comprised of personnel assigned to the
FBI Joint Terrorism Task Force (JTTF). The members of the JTTF are also individuals
who come from local, state, and federal agencies and who also have additional training
and clearances to work with and analyze classified information. The JTTF is also
organized into squads by investigative category. Personnel assigned to the JTTF are
sworn Agents, Detectives, and Analysts with security clearances based on the needs and
priorities of the participating agency and the JTTF. The JTTF allows for “High-Side
information” (classified) to be collected, analyzed, “scrubbed”, and then disseminated for
local use. Classified information needing to be passed to the other side is done so by
members with clearances and have a need to know. Over 95% of the information
received or collected, however is non-classified information. The JTTF side of the
ACTIC allows for the important federal and national information sharing to occur that

has direct local and state impact for the State of Arizona.

The ACTIC is organized into two operational components that coincide
with overall mission responsibilities. The first component is criminal intelligence which
focuses its attention on crime prevention. The intelligence side of the ACTIC utilizes its
information gathering, analysis, and dissemination efforts in a proactive way so as to
assess, interdict, prevent, and discourage criminal activities. This proactive approach
also has a huge counter terrorism focus as well which involves information gathering
from a variety of sources including the collection of “soft” information. The ACTIC
defines soft information as information which typically can’t be used in court because it
is derived from hearsay, rumors, anonymous tips, suggestions, and hunches that are all
used in the development of intelligence files. Many times, this soft information is

developed to a point where a criminal or terrorist investigation can be opened.16

16 Arizona Counter-Terrorism Information Center Information Bulletin, “Arizona Intelligence Bulletin
Report,” November 2004, 1.
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The investigative component acts in a strictly reactive mode designed to
arrest and prosecute the criminal offender. The investigative side focuses its attention on
identifying suspects and witnesses, recovering stolen property, and procuring viable
evidence for court presentation. This investigative side focuses its attention on the more
immediate, short term criminal issues affecting state and local jurisdictions in Arizona.
Both sides of the ACTIC work in close harmony with the Arizona FBI Field Office
squads working parallel federal issues or where a particular criminal matter could best be

prosecuted either federally or locally.

The ACTIC operates in a non-classified information sharing mode.
Generally, information is characterized as “For Official use Only” (FOUOQO) or “Law
Enforcement Sensitive.” Sensitive or classified information is vetted through the local
FBI Joint Terrorism Task Force (JTTF) to members of the ACTIC with appropriate
clearances. Classified information needing to be disseminated to a broad based law
enforcement population is “scrubbed” in the JTTF and appropriately disseminated in as
timely a fashion as can be done. The ACTIC is divided into various sections to address a
specific intelligence/information functions, the following are the ones most useful in
information sharing:

b. Intake/Watch Section

The Intake/Watch Section is the central location for all information
coming into the ACTIC. In conception, this section is designed to be a twenty-four hour,
seven-day operating facility to take all incoming information. Currently, this section is
not operational 24/7 but is moving quickly in that direction to provide more immediate

response to local, state, and federal shareholders.

ACTIC managers require all personnel to serve rotating shifts in the
Intake/Watch Section to educate personnel on the over-all mission, role, and
responsibilities of the ACTIC. Assigned personnel are responsible for receiving and
routing telephone calls, processing mail, managing informal and formal requests for
information, and inputting information into the ACTIC database. The Intake/Watch
personnel also promote information sharing using state of the art technology, databases to
support law enforcement activities. These people working in this section are also
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responsible monitoring all sources of media, intelligence sources, database maintenance,
and homeland security resources for the immediate and timely identification of incidents
and patterns affecting Arizona.1”

C. Criminal Investigations Research Unit (CIRU)

The CIRU functions as a gateway to a variety of law enforcement and
commercial data bases as a resource for all shareholders. This unit queries open source
documents, proprietary, law enforcement, and classified information that can be exploited
in the development and management of general intelligence, the detection and prevention
of terrorism, the investigation of criminal offenses and the identification of individuals.
The CIRU is the heart of the intelligence search engine at the ACTIC.18

d. The Field Intelligence Group (FIG)

The FIG serves as a central liaison point for coordination of local
intelligence and investigative matters between federal, state, and local agencies. The FIG
serves as a bridge between the federal and local law enforcement investigations. The
FIG, as currently organized, is law enforcement based and focuses on issues that
primarily have an FBI nexus. The purpose of the Phoenix FBI’s FIG is to support the
ACTIC as a centralized intelligence management structure in addressing the intelligence
needs and priorities of the geographical boundaries of the Phoenix FBI Field Office. One
of the main functions of the Phoenix FIG is to provide analytical reports to State and
Federal Executive Managers, FBI Headquarters, and the U.S. Intelligence Community, as

well as, local, state, federal, and foreign law enforcement agencies.

It is hoped that the information provided will help policy makers and
senior state and local officials with appropriate decision-making tools. This mission is
accomplished in a coordinated and synchronized approach using the following six step
method: 1.) Requirements are identified information needs, what we must know to
safeguard the nation. 2.) Planning and Direction is the management of the entire effort,

from identifying the need for information to delivering an intelligence product to a

17 Gil Orantego (FBI Joint Terrorism Task Force Supervisor), interview with author, Phoenix, Az,
March 16, 2005.

18 1bid.
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consumer. 3.) Collection is the gathering of raw information based on requirements. 4.)
Processing and Exploitation involves converting the vast amount of information
collected to a form usable by analysts. 5.) Analysis and Production is the conversion of
raw information into intelligence. 6.) Dissemination is the last step, which directly
responds to the first cycle, is the distribution of raw or finished intelligence to the
consumers whose needs initiated the intelligence requirements.19

e. Analytical Units

The primary function of the analytical units is to conduct intelligence-
based assessments of threats and vulnerabilities within the borders of Arizona. The
analytical unit identifies and monitors known and suspected terrorists and groups, analyze
terrorist activities and produce strategic and action-oriented intelligence data for the
benefit of policy makers, administrators and managers. Analysts contribute to daily
intelligence reports and routinely publish their findings for state-wide law enforcement
distribution. All of the personnel assigned to these units are screened and vetted for the
necessary security clearances allowing for a coordinated and collaborative exchange.
Secret and Top Secret are the highest classifications needed but most information

collected and disseminated is at the non-classified, law enforcement sensitive level.

The Analytical section of the ACTIC is divided into two parts: 1.)
Strategic Analysis—this group researches, studies, and publishes analytical results for
long term planning of ACTIC operations, and intelligence and investigative objectives.
2.) Tactical Analysis — This group researches and analyzes information with/for on-
going intelligence and investigative objectives of the operational squads assigned to the
ACTIC and to the other investigative bureaus of the Arizona DPS. These analysts, along
with other law enforcement personnel try to identify any potential terrorism link in the
other criminal activities being investigated. Some of the criminal activity leading to such
a connection includes auto theft, fraud, identity theft, narcotics trafficking, gambling,

organized crime, and financial crimes.

19 Gil Orantego (FBI JTTF Supervisor), interview with author, Phoenix, Az, March 16, 2005.
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f. Joint Terrorism Task Force (JTTF)

The FBI’s JTTF in Arizona is responsible for providing investigative and
operational support for terrorism cases. The JTTF accomplishes that mission by joining
federal, state, and local law enforcement agencies in a coordinated manner to detect,
deter, prevent, and investigate acts of terrorism that threaten the United States national
interest at home or abroad. The JTTF is an integral part of the ACTIC and is housed
within the same building. The JTTF is the main repository for any classified information
received and can “scrub” this information making it suitable for appropriate
dissemination to units within the ACTIC.

g. Intelligence Squads

The intelligence squads are part of an ad hoc task force comprised of state,
local, and federal law enforcement analysts. They are responsible for providing follow-
up support to all information received into the ACTIC. In addition, each agency
representative is tasked with coordinating with their home agency to identify any
homeland security concerns within their communities. These squads, in coordination
with the appropriate Analytical Unit, monitor all terrorist and extremist organizations that
impact the State of Arizona, its citizens, and the nation. Analysts in this squad are
responsible for the development of organizational profiles on all terrorist organizations

that impact the State of Arizona and the nation.

The ACTIC also has sub-intelligence squads which include: 1.) Critical
Infrastructure Assignments refers to personnel assigned to address critical
infrastructure concerns. They will identify, monitor, and conduct risk and vulnerability
assessments of the various infrastructure sites within the State of Arizona. 2.) Public
Health and Biological Threats Assignments are personnel assigned to this sub-unit to
focus on identifying, monitoring, and conducting risk and vulnerability assessments
concerning public health threats posed by chemical and biological hazards. This group
also focuses on detecting and preventing terrorists attacks that involve or threaten the use
of chemical or biological weapons. This sub-unit works closely with the Arizona
Department of Emergency Management, the Center for Disease Control, the Poison
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Control Center, public health agencies, and private health care providers to accomplish
this task.

h. Hazardous Material Weapons of Mass Destruction Unit
(HazMatwMD)

The HazMat/WMD Unit was created to identify, monitor, and conduct risk
and vulnerability assessments pertaining to the movement, storage, and destruction of
weapons of mass destruction and radiological material within the State of Arizona. This
Unit has responsibility for detecting and preventing terrorist acts that use or threatens the
use of WMDs. All personnel assigned to the HazMat/WMD Unit have obtained all
necessary security clearances to coordinate and share information across units.

I. Liaison Squad

The Liaison Unit is responsible for establishing and developing liaison
contact with local, state, federal, and private agencies and promoting ACTIC’s purpose
and mission. This Unit also provides training on the method and benefits of passing
information to the Center and suggestions on how to combat terrorist activities and
criminal acts. The Liaison Unit also has a sub-section which coordinates and tracks
ACTIC automation systems and training in terrorism prevention and ensures that all

ACTIC personnel are current in training and certifications.20

All of the units, sections, and personnel at the ACTIC are organized and
trained for one function; to work in harmony with existing law enforcement and private
sector agencies in protecting the citizens of Arizona against terrorist attacks. Like all
new endeavors, there are always “rough edges” to smooth out before the system is
working right, the ACTIC has put together a well thought out and organized approach to
fighting crime and terror, an excellent model for any state to follow.

J. ACTIC Information Flow

Information at the ACTIC is collected and disseminated using a web based
program called the “Watch Log Entry System” (WLE) that manages the collection,
assignment, update, and disposition of incoming information and events. The WLE

distributes a threat warning and report feature to all approved shareholders within the

20 ori Norris (Lieutenant, Arizona Department of Public Safety), interview with author, Phoenix, Az,
February 16, 2005.
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state of Arizona. This particular feature of WLE allows for better coordination of
information and resources within the statewide public safety community for a faster and
more integrated response. The ACTIC-WLE improves the overall availability, quality,
and quantity of watch and threat information available throughout the Arizona Public

Safety community.
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Figure 1. Provided by the Arizona Counter Terrorism Information Center, this

is an informational flow chart design for the ACTIC depicting how
information is accepted and handled at the center.
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K. WLE Roles/Responsibilities

Intake Personnel — Personnel who creates a watch log event using in-
coming information received from law enforcement, general public referrals, media, and
private sector sources. The intake personnel enter the information into the data base
which then makes the information searchable. Multiple intake personnel can up-date or

modify information from other intake personnel.

Operations Supervisor — This position supervises all responsibility for
the watch log events relating to their area of expertise. This is the only person who has
authority to create a watch log event, assign an event to another supervisor, refer to
another shareholder or agency, and authorize an intelligence report to be written from a

watch log event(s).

General User — Any authorized ACTIC member is a general user and has
the ability to pass, receive, update, or report on a watch log event. A general user can
also refer an event to another general user and create an intelligence report based on a
watch log event.2!

l. WLE Events

Drafts — The initial state of a watch log event created by intake personnel
or an operational supervisor. A new watch log event still being formulated with initial
information and details is considered a “draft.” Events in the draft stage are not
searchable and only the intake personnel or operations supervisors can view a draft.
Once all of the initial information and details have been gathered and reported, the event
can then be submitted into the system. The submit action moves an event into an “open

state” which then makes it searchable for shareholders.

Open — A watch log event that contains all of the initial incident
information and has been submitted into the system by the intake personnel or
supervisors. General users/shareholders are able to modify or up-date any part of the

open watch log event.

21 Arizona Counter Terrorism Information Center Training Class, “Watch Log Entry System Training
Class,” v1.0, Lockheed Martin, November 1, 2004, 6-7.
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Locked — A completed watch log event that cannot be updated. Events
that are in the “locked” mode can only have information added if the operations

supervisor unlocks the event and then submits the new information.22

As a nation, the United States has a unilateral commitment to the safety of
the country and its citizenry. To accomplish this task, federal, state, and local
governments, law enforcement, and state agencies (public and private) must all work
together to eliminate the need of utilizing ineffective and random prevention strategies

and to focus on new ways to address national security.

The State of Arizona has made a commitment to work with city, county,
local tribal and private sector entities and to put into place the necessary information,
communications technology, and operational strategies that support the government’s
efforts to keep Americans safe. The state leadership of Arizona has worked hard in
developing a statewide strategy to protect its people utilizing the cooperative efforts of all
of the groups previously mentioned.23 The ACTIC plays a major part in this objective,
judging from its operational effectiveness, the ACTIC well serves the people of Arizona
and is a worthy model for other states, contemplating the development such a center.

B. THE GEORGIA INFORMATION SHARING AND ANALYSIS CENTER
(GISAC)

Like most states in the after-math of September 11, 2001, state leaders looked at
their own vulnerabilities and matched those against their available resources. In response
to the terrorist attacks, Georgia’s Governor Roy Barnes created the Georgia Homeland
Security Task Force (GHSTF) to devise and implement a homeland security strategy to
protect Georgia citizens and infrastructure from terrorist attacks. The GHSTF’s first
priority was to initiate the Georgia Information Sharing and Analysis Center (GISAC)
project in support of the GHSTF’s broader mission, encompassing intelligence analysis,

planning, crisis management, and consequence management, to secure the State of

22 Arizona Counter Terrorism Information Center Training Class, “Watch Log Entry System Training
Class Manual,” v1.0, Lockheed Martin, November 1, 2004, 6-7.

23 Janet Napolitano, “Securing Arizona; A Roadmap for Arizona Homeland Security,” Arizona
Governor’s Office, April 23, 2003, www.governor.state.az.us./press/Securing_Arizona.pdf, accessed on
July 5, 2005.
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Georgia from terrorist threats and attacks. GISAC was officially created on October 25,
2001 and is one of only a few of state-level agencies dedicated solely to homeland
security, antiterrorism, and counter-terrorism operations. Governor Barnes’ successor,
Governor Sonny Perdue, further developed the GISAC by designating it to be a primary
component of the Georgia Office of Homeland Security.

1. Mission

The mission assigned to the GISAC project was to serve as the focal point for the
collection, assessment, analysis, and dissemination of terrorism intelligence information
relating to Georgia. GISAC was not intended to replace or duplicate the counter-
terrorism duties of the Federal Bureau of Investigation, but rather to enhance and
facilitate the collection of intelligence information from local and state sources, and to
integrate that intelligence information into a system that will benefit homeland security

and counter-terrorism programs at all levels.24

Soon after it began operations, GISAC established itself as the state’s
clearinghouse for terrorism-related intelligence information. It quickly developed
protocols and relationships that enhanced its capabilities for the gathering, assessment,
analysis, exchange, and dissemination of intelligence information between local, state,
and federal government agencies; corporate security executives; and the private sector

owners and operators of critical infrastructure assets.

Additionally, under the provisions of the Antiterrorism Act (OCGA 35-3-60),
the Antiterrorism Training Act (OCGA 16-11-150), and Georgia Bureau of
Investigation (GBI) Investigative Division Directive 8-8-18, in the State of Georgia,
GISAC has the primary responsibility for developing and evaluating information about
persons and/or organizations engaged in terrorist activities, investigating terrorist
activities, and liaising with GBI work-units and other law enforcement agencies engaged

in counter-terrorism operations and investigations2>.

24 Robert I. Hardin, “Georgia Information Sharing and Analysis Center Information Intake and
Management,” Georgia Homeland Security Task Force/GISAC Directive # 03-002, Atlanta, Ga, January 1,
2003, 1-2.

25 Official Code of Georgia Annotated, Title 16, Atlanta, Georgia, 2003,
www. legis.state.ga.us/legis/2003 _04/hinfo/wrap4c.htm, accessed on June 18, 2005..
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The Federal Bureau of Investigation (FBI) categorizes terrorism as either

domestic or international, depending on the origin, base, and objectives of the terrorists.

The GISAC has adopted the following FBI definitions for use in their daily operations:

2.

Domestic Terrorism is the unlawful use, or threatened use, of force or
violence by a group or individual based and operating entirely within the
United State or its territories without foreign direction committed against
persons or property to intimidate or coerce a government, the civilian
population, or any segment thereof, in furtherance of political or social
objectives.

International Terrorism involves violent acts or acts dangerous to human
life that are a violation of the criminal laws of the United States or any
state, or that would be a criminal violation if committed within the
jurisdiction of the United States or any state. These acts appear to be
intended to intimidate or coerce a civilian population, influence the policy
of a government by intimidation or coercion, or affect the conduct of a
government by assassination or kidnapping. International terrorist acts
occur outside the United States or transcend national boundaries in terms
of the means by which they are accomplished, the person they appear
intended to coerce or intimidate, or the locale in which the perpetrators
operate or seek asylum.

Definitions

For the operational purposes, the GISAC has also incorporated the following

definitions:

Terrorist Act — An act which constitutes a crime against the person or
against the residence of an individual (1) which is committed with the
specific intent of and may reasonably be expected to instill fear into such
person or persons or (2) which is committed for the purpose of restraining
that person or those persons from exercising their rights under the
Constitution and laws of this state and the United States and (3) any illegal
act directed at other persons or their property because of those persons’
beliefs or political affiliations (OCGA 35-3-60).

Terrorist Attack — Any terrorist act or incident attempted or perpetrated
against persons or property to intimidate or coerce a government, the
civilian population, or any segment thereof, in furtherance of political or
social objectives.

Terrorist Incident — A violent act or an act dangerous to human life, in
violation of the criminal laws of the United States, or of any state, to
intimidate or coerce a government, the civilian population, or any segment
thereof, in furtherance of political or social objectives (FBI).
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Suspected Terrorist Incident — A potential act of terrorism for which
responsibility cannot be attributed to a known or suspected terrorist group.
Assessment of the circumstances surrounding the incident determines its
inclusion in this category (FBI).

Terrorism Prevention — A documented instance in which a violent act by a
known or suspected terrorist group or individual with the means and a
proven propensity for violence is successfully interdicted through
investigative activity (FBI)

Terrorism Intelligence Information — information historical, strategic,
and/or tactical, that is pertinent to: 1.) the identification of persons,
groups, or organizations that commit terrorist attacks, or are engaged in
activities in support of, or in preparation for, terrorist attacks; 2.) the
investigation of specific terrorist attacks by local, state, or federal law
enforcement agencies, and the identification, arrest, and prosecution of the
perpetrators of such acts or incidents; and 3.) the prediction and
subsequent prevention of terrorist attacks through collection, integration,
investigation, evaluation, and sharing of such information.

Additionally, Terrorism Intelligence Information involves circumstances that

establish sufficient facts to give a trained law-enforcement or criminal investigative

agency, officer, investigator, or employee a basis to believe that there is reasonable

possibility that an individual or organization is involved in terrorist activities.

Antiterrorism Act — OCGA 35-3-60 — a law enacted by the Georgia
General Assembly to “assist law enforcement personnel in the State of
Georgia to identify, investigate, arrest, and prosecute individuals or groups
of individuals who illegally threaten, harass, terrorize, or otherwise injure
or damage the person or property of persons on the basis of their race,
national origin, or religious persuasion.”, and to establish “a special
Antiterrorism Task Force within the Georgia Bureau of Investigation.”

Threat Assessment — the process of gathering and assessing information
about persons, groups, or organizations, which may have the interest,
motive, intention, and capability of perpetrating terrorist attacks. Most
often, the term refers to the process of assessing certain information and
circumstances in order to determine the probability that an actual terrorist
attack is occurring, or is imminent.

GISAC Intelligence Request — An inquiry for information available
through the GISAC Terrorism Intelligence System. The requester must be
a GISAC Participant or member of a GISAC Participating Agency, and
must provide a reason for the query that meets GISAC mission criteria.
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3.

Need to Know — Any GISAC Participant or member of a GISAC
Participating Agency has a need to know when information requested will
aid in the assessment of terrorism intelligence.

Right to Know — Any GISAC Participant or member of a GISAC
Participating Agency; as well as government officials whose agencies may
be involved in incident response and/or consequence management; and
managers of businesses and organizations, when their business or
organization is specifically identified as a target of terrorist activity has a
right to know when information received will aid in the assessment of
terrorism threat information or terrorism intelligence.

Right to know — when information received will aid in the assessment of
terrorism threat information or terrorism intelligence.

Reasonable Suspicion of Terrorist Activity — A set of circumstances
that establishes sufficient facts to give a trained law-enforcement or
criminal investigative agency, officer, investigator, or employee a basis to
believe that there is reasonable possibility that an individual or
organization is involved in terrorist activities.

Participants

State agencies and organizations that directly participating in the GISAC include:

Georgia Office of Homeland Security (GOHS)

Georgia Homeland Security Task Force (GHSTF)

Georgia Bureau of Investigation (GBI)

Georgia State Patrol (GSP)

Georgia Emergency Management Agency (GEMA)

Georgia Department of Defense / Georgia National Guard (GANG)
Georgia Sheriff's Association (GSA)

Georgia Association of Chiefs of Police (GACP)

Georgia Association of Fire Chiefs (GAFC)

The manner of participation of each the several State agencies and organizations

in the GISAC project varies according to each agencies resources, expertise, and related

responsibilities. Currently, GISAC’s day-to-day operations, facilities, personnel,

finances, and administration are managed by GBI supervisors.

Federal agencies that participate in the GISAC project as “Homeland Security

Partners” include:

29



. US Department of Homeland Security (DHS) — Washington, DC

. Federal Bureau of Investigation (FBI) — Atlanta
o Joint Terrorism Task Force (JTTF) — Atlanta
4, Staffing

GISAC is currently staffed by state-level law enforcement and homeland security
agencies and organizations that include a total personnel roster of 18 individuals:
. Georgia Bureau of Investigation
o Inspectors — 1
. Special Agents in Charge — 1
. Assistant Special Agents in Charge — 1
. Special Agents —5

) Intelligence Analysts — 2
) Investigative Assistant —1
) Georgia State Patrol
. Investigators — 1
o Georgia Emergency Management Agency
. Critical Infrastructure Analysts — 2
. Georgia National Guard / Department of Defense
o Intelligence Analysts — 1
o Georgia Sheriff’s Association
. Investigators/Agents — 1
) Georgia Association of Chiefs of Police
. Investigators/Agents — 1
. Georgia Association of Fire Chiefs
. Investigators/Agents — 1

Salary, vehicle, equipment, and supply expenses associated with GISAC
personnel are born by their respective employing agencies. The facilities and furnishings,
including computer and communications equipment, are funded by grants and

contributions from several of the participating agencies.
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5. Duties and Responsibilities
GISAC’s principal duties and responsibilities can be categorized as follows:

. Collection, analysis, and sharing of terrorism intelligence information;

. Terrorist threat assessment and monitoring;

. Terrorist incident response;

. Development and implementation of special projects, strategies, and
initiatives.

Terrorism Intelligence: The primary function of GISAC is to collect, integrate
(“fuse™), investigate, evaluate, and share information pertaining to possible terrorist
activities in Georgia, for the purpose of preventing terrorist attacks from occurring or, if
they do occur, to mitigate their consequences and extract useful information from the

ensuing investigation.

As information is received at GISAC, it is initially documented by GISAC
investigators and analysts, and then immediately evaluated by GBI supervisors, who
filter, classify, and disseminate it. When appropriate, GISAC supervisors assign GISAC

personnel to conduct follow-up investigation and analysis.

After review by GBI supervisors, the “raw” terrorism intelligence information is
forwarded to GISAC’s GEMA, GANG, GSA, GACP, and GAFC representatives, who
review it within the context of their own particular areas of interest and responsibility.

The GEMA, GANG, GSA, GACP, and GAFC representatives may subsequently
recommend certain actions to GISAC supervisors and/or their own agency/organization
managers in order to disrupt or prevent possible terrorist attacks, or to mitigate and
manage the consequences of an attack.

Terrorism intelligence information collected by GISAC is initially documented on
the GISAC Activity Log, access to which is restricted to GISAC personnel. When
deemed appropriate by GBI/GISAC supervisors, GISAC agents and/or analysts are
assigned to conduct follow-up investigations, research, and analyses regarding the raw
information in order to better determine its credibility, accuracy, and relevancy, and to
gather additional relevant information. Terrorism intelligence information that meets the

criteria of the GBI’s Criminal Intelligence System is entered as an Intelligence Report
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into that system. Investigations that arise from terrorism intelligence information are
documented in the GBI Case Management System as Assistance Rendered, Terrorism or
Intelligence investigations. The GBI Criminal Intelligence and Case Management
Systems are operated in compliance with 28 CFR rules and regulations, and its data is
available for query and analysis by approved law enforcement agencies / personnel in

Georgia, as well as certain other states.

GISAC publishes and distributes a monthly terrorism-intelligence bulletin for
state and local law enforcement and public safety agencies, homeland security officials,
and other “need to know” entities. The GISAC Intelligence Bulletin summarizes
statewide activities and concerns, and provides relevant information from local, state, and

federal sources.

GISAC maintains a pager-based communications system, through which it can
instantaneously communicate terrorism alerts, updates, and notifications to key public
safety, homeland security, and emergency management officials throughout the state.
Currently, the GISAC is not operational 24 hours a day but can be accessed thru 911
dispatchers and on-call GISAC personnel can be called or paged for immediate response

if needed.

Terrorist Threat Assessment: A secondary, but critical role of GISAC that is
interrelated with the terrorism intelligence collection and analysis process is its terrorist
threat assessment function. Occasionally, information reported to GISAC, or information
developed through subsequent investigation and analysis, will indicate that a terrorist
attack may be underway, or imminent. On those occasions, GISAC personnel use all
available resources in an effort to quickly and effectively evaluate the credibility of the
information, develop additional relevant information, and notify response agencies and
other appropriate entities in hopes of preventing or disrupting the attack or, at least,

mitigating its consequences.

The procedure used to assess terrorist threat information is a unique investigative

process that involves conventional investigative methods, as well as more technical
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research methods that utilize queries of both open and restricted databases, and computer
analyses. Essentially, threat assessment is a three-component process:

. Identify — identification of persons, groups, or organizations that have the
interest, motive, and capability to perpetrate terrorist attacks.

. Investigate / Evaluate — assessment of persons, groups, or organizations
who are identified as potential terrorist threats. Through Manage —
implement an appropriate response to the threat (i.e. refer to JTTF,
continue to investigate or monitor, disseminate warnings or alerts, etc).

Terrorist Incident Response: If and when there is a terrorist attack, involving
weapons of mass destruction (WMD) or that otherwise results in significant damage,
casualties, and/or disruption, in Georgia, or if large-scale terrorist attacks occur elsewhere
within the US, GISAC will initiate its Incident Response Protocol (IRP), through which it
will immediately notify Georgia’s Director of Homeland Security; the JTTF; local and
state public safety and response agencies, and other potentially affected entities, private
sector as well as governmental. Additionally, ancillary response protocols will be
immediately implemented, with GISAC personnel responding to the incident command
post; manning GISAC communications systems at the GISAC Intelligence Operations
Center; maintaining a computerized Incident Tracking System; exchanging incident-
related information with other local, state, and federal law enforcement agencies; and
monitoring the activities of other responding agencies.

Special Projects, Strategies, and Initiatives: GISAC was created by the
GHSTF to develop and implement initiatives they deem to be necessary for the protection
of Georgia’s citizens from terrorist threats and attacks. Since its creation, GISAC has
operated as the single state-level agency dedicated solely to homeland security issues.
Subsequently, from time to time, GISAC is called upon to utilize its resources to perform
special projects, develop and implement strategies, and implement initiatives as directed
by the GHSTF and/or the Director of Homeland Security.

6. Information Intake & Management

Information that is collected by GISAC personnel is carefully documented and
very tightly managed. Normally, incoming information is documented by GISAC
personnel on GISAC Activity Report forms. This form, which may be completed on a

computer or handwritten, is designed to collect detailed information from the source.
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Once completed, the GISAC Activity Report is immediately forwarded to a GBI
supervisor, who will review it, confirm or modify its classification according to type,
priority, and urgency; and when deemed appropriate, assign it to investigators and/or
analysts for follow-up action (investigation, research, analysis, or dissemination to other
agencies or entities). The information captured on the GISAC Activity Report form is
later entered into the GISAC Activity Log, which stores details of the information that

can be queried for operational and administrative purposes.26

All terrorism intelligence information that meets the submission criteria for the
GBI’s Criminal Intelligence System is entered as Intelligence Reports into that system.
When deemed appropriate by GBI/GISAC supervisors, agents and/or analysts are
assigned to conduct follow-up investigations and analyses regarding the raw information
in order to better determine its credibility, accuracy, and relevancy, and to gather
additional relevant information. When additional research and investigation does not
demonstrate that submitted information is credible, the information is not retained as
intelligence information. Short term, as well as full-scale, investigations that arise from

terrorism intelligence information are documented in the GBI Case Management System.

The GBI Criminal Intelligence and Case Management Systems are operated in
compliance with 28 CFR rules and regulations, and their data is available for query and
analysis by approved law enforcement agencies / personnel in Georgia, as well as certain
other states.2’

7. How the Information Flow Works at the GISAC

The procedure outlined below is how GISAC personnel will document and further
process information that comes into the Center. Essentially, the procedure will rely on
investigative and analytical personnel to initially document the information on a GISAC
Activity Report form, as the information is received. After the information is initially
documented, it will be the responsibility of the GISAC supervisors to review it; confirm
or modify its classification according to type, priority, and urgency; and when deemed

26 Bob Hardin (Commander, GISAC), interview with author, Atlanta, Ga., February 23, 2005.

27 Robert I. Hardin, “Georgia Information Sharing and Analysis Center Information Intake and
Management,” Georgia Homeland Security Task Force/GISAC Directive # 03-002, Atlanta, Ga, January 1,
2003, 1-2.
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appropriate, assign it to investigators and/or analysts for follow-up action (investigation,
research, analysis, or dissemination to other agencies or entities).

a. GISAC’S Function

GISAC’s mission is to serve as the focal point for collection, analysis,
sharing and dissemination of information relevant to threats or attacks of a terrorist nature
within and against the State of Georgia, its citizens, or infrastructure. Thus, it is critically
important that all incoming information be properly documented and managed so that
real indicators of actual terrorist activities / attacks can be recognized and referred for
preventative action and consequence management as quickly as possible. In order to
effectively and efficiently recognize and assess terrorist threats, and communicate that
information to the agencies/persons who should have it, GISAC personnel must diligently
and aggressively perform their information intake and management roles.

b. Information Intake

Terrorism related Information comes in to GISAC personnel through a
variety of means, including telephone, fax, email, websites, news media outlets,
publications, mail, and in person. That information, if possibly related to any terrorism
issue, domestic or foreign, or to any potential target of a terrorist attack, must be
immediately documented by the recipient on a GISAC Activity Report form. A copy of
the GISAC Activity Report form is attached to this directive. The template for GISAC
Activity Report form is electronically maintained on the GISAC server at GISACL1 /
Data / Forms & Templates, where it can be printed out (blank) and used in making
handwritten entries on the paper form, or the information can be electronically entered in
the gray form-fields on the template, and the completed form can then be printed out for
submission to GISAC supervisors, and an electronic version of the Report will be saved
to the Activity Reports folder located on the GISAC server at GISAC1 / Data / Activity
Reports.

C. GISAC Activity Reports

The GISAC Activity Report is the entry-portal for all
information/requests submitted to, or collected by, GISAC personnel. The various
labeled blanks, drop-down boxes, and checkboxes are intended to assist the recipient /

author in obtaining as complete information as possible, and in accurately and quickly
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classifying that information. The Report is divided into sections where the author should
note information for “Subject-Person,” “Subject-Vehicle,”, “Subject-
Business/Organization”, “Target / Focus of Threat,” “GISAC Classification,” and

“Criminal Activity.”

The narrative section of the Report is where the author should summarize
the information/request. The space allowed for the narrative on the Activity Report form
is relatively small, and should be used to document only a brief overview of the
information/request, consisting of only two or three sentences. GISAC supervisors will
later rely on that narrative when they enter the Activity Report information in the GISAC
Activity Logbook.

The complete and detailed narrative of the information will be
documented on separate blank pages, which are to be marked with the GISAC Activity
Report Number (assigned by supervisor) and attached to the completed Activity Report
form. Any other documentation that is relevant to the information on the Activity Report

should be similarly marked with the Activity Report Number and attached.

The bottom portion of the Activity Report is to aid supervisors with
routing the information for follow-up action (investigation, research, analysis, etc.) and to

document any subsequent dissemination of the information.

When a GISAC Activity Report is completed, it should be immediately
submitted to a GISAC supervisor. Upon receiving a GISAC Activity Report, GISAC
supervisors will, as soon as possible, confirm or modify the classification assigned to the
Report (in accordance with classification guidelines), and then further process the
information as determined by the GISAC supervisor, or as indicated by applicable
GISAC protocols. GISAC supervisors (or designee) will assign Activity Report Numbers
and log the required information in the GISAC Activity Logbook.28

28 David Proctor (Special Agent, Georgia Bureau of Investigation), interview with author, Atlanta,
Ga., February 23, 2005.
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d. Gisac Activity Report Numbers and Logbook
The GISAC Activity Logbook will be maintained by GISAC supervisors,

but will be accessible to all GISAC personnel. Other guidelines pertaining to the

assignment of Activity Report Numbers and maintenance of the GISAC Activity

Logbook are as follows:

A three-ring binder will be used as the GISAC Activity Logbook for the
purpose of maintaining a permanent record of Activity Reports generated
by GISAC. Information submitted to, or collected by, GISAC personnel
will be documented on a GISAC Activity Report form, which will be
submitted to a GISAC supervisor (or designee), who will then assign the
Activity Report Number, and make a corresponding entry in the GISAC
Activity Logbook. At some point in the future, the GISAC Activity
Logbook will be created electronically and will be maintained on the
LAN, with access limited to GISAC personnel.

GISAC supervisors (or designee) must assign Activity Report Numbers,
and direct any follow-up action (investigation, research, analysis, etc.)
and/or dissemination outside of GISAC. Such direction may be
accomplished on a case-by-case basis, or through pre-established
protocols.

Activity Report Numbers will be assigned and logged chronologically by
fiscal year, July 1% through June 30™. The first two digits indicating the
last two digits of the fiscal year followed by a hyphen, and then five more
digits, which will be the sequential identifier for the Activity Report. At
some point in the future, a third series of alphanumerical characters may
be added to denote the GISAC Classification assigned to the Activity
Report.

Each page of the Activity Report Logbook will be divided into nine
sections as follows:

Activity Report Numbers will consist of a series of two distinctive
numerical identifiers. The first two digits will identify the fiscal year.
The second series (five digits) will be the sequential identifier for Activity
Reports initiated by GISAC during the fiscal year.

Date Initiated should be the date the information/request is received, or
the earliest date thereafter.

Author should be the investigator/analyst who originally receives the
information/request, or who completes the GISAC Activity Report form.

Classification will be the GISAC classification assigned to the
information/request by the Author, if approved by the GISAC supervisor,
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or as ultimately determined by the GISAC supervisor. If multiple
activities are involved in the information/request, the GISAC classification
should be based upon the most significant or serious of those activities.

Activity Location or Target/Focus of Information will identify the county
(if in Georgia) most prominently involved in the information/request, the
location [city, state (if not in Georgia), or country] that is the focus or
target of the information/request, or the location from which the
information/request is believed to have originated.

Activity Description should be two or three sentences describing the
information/request (the activity). If multiple activities are involved, the
description should focus on the most significant or serious activity.

Person(s) Assigned for Follow-Up Action(s) will be the investigator
and/or analyst assigned to conduct follow-up investigation, research,
analysis, or dissemination outside of the Center (if applicable).

Date Follow-Up Action(s) Assigned will be the date the follow-up
investigation, research, analysis, or dissemination outside of the Center is
assigned to the GISAC investigator or analyst.

Date Follow-Up Action Completed will be the date the follow-up
investigation, research, analysis, or dissemination outside of the Center is
accomplished.

In the GISAC Activity Logbook, a new page will be used